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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Command Policy Letter #21 - Computer Access  

1. REFERENCES.
     a.   Public Law 100-235 Computer Security Act of 1987.

     b.  AR 25-1, 31 January 2002, Army Information Management.

     c.  AR 380-19, 27 February 1998, Information Systems Security.

     d.  Eighth U.S Army Pamphlet 25-50, 24 October 2000, Information Management Officer’s Handbook.

     e.  Memorandum, EAIM, 8 March 1999, EUSA Computer Security Configuration Baseline Roll Out.

2.  PURPOSE.  To establish internal policy for access to desktop and notebook computers in Headquarters, 19th TSC.

3.  APPLICABILITY.  This policy letter applies to all computer users assigned, attached or visiting Headquarters, 19th TSC.  19th TSC (CONUS) personnel will adhere to this policy when deployed to the Korean pennisula.

4. POLICY.  

     a.  All assigned personnel and visitors that require access to a desktop / notebook computer or the Local Area Network (LAN), must report to G6 AIS Division to read and sign the Information Systems Security Brief (ISSB) before using any computer in the HQ.

     b.  Passwords issued for both email and LAN access will not be shared with anyone.

     c.  All HQ desktop/notebook computers will conform to the EUSA Computer Security Configuration Baseline (CSCB) before being operated and connected to the HQ LAN.   G6 AIS Division must certify CSCB compliance before a computer will be authorized for use and connection to the LAN. 
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     d.  Visitors bringing computers into the HQ that require a LAN connection must report to G6 AIS Division.  G6 AIS Division must certify that the computer conforms to EUSA CSCB before network access will be authorized. 

     e.  Desktop computers within the HQ will not be moved from one location to another without prior coordination with G6 AIS Division. 

     f.  Privately owned desktop or notebook computers will not be used in the HQ without written approval from the G6 Automation Officer.

     g.  All removable media (floppy disks, Zip disks, etc.) will be scanned for viruses before being used in desktop or notebook PCs.

4.  RESPONSIBILITY.  Staff Directors at all levels will exercise supervision, ensuring all personnel understand and adhere to this policy.  Section Alternate IMOs and users will comply with this policy and ensure these guidelines are followed.

5. SUPERSESSION.  This policy letter supersedes 19th TSC policy memo 10-00, 20 Nov 00.

6.  The point of contact for this action is the ACofS, G6,  AIS, 768-8706.
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