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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:   Command Policy Letter #22 - E-Mail Classification Banner  

1.  REFERENCE.    AR 380-5, 29 September 2000, Department of the Army Information Security Program.

2.  PURPOSE.   To minimize the risk of 19th TSC personnel transmitting classified information over the unclassified USFK Exchange Email system.

3.  APPLICABILITY.  This policy letter applies to all organizational elements of 19th Theater Support Command.

4.  BACKGROUND.  

     a.  There are numerous email security violations involving the transmission of classified information over the unclassified Exchange Email system.  Most violations are unintentional and can be attributed to lack of attention to detail.

     b.  In addition to the serious consequences of compromising classified information, each incident causes severe degradation to the Eighth U.S. Army email system while individual PCs and network servers are sanitized.  Thousands of accounts can encounter downtime of up to 15 hours when classified traffic is sent to only a few recipients.

5.  POLICY.

     a.  In an effort to minimize the risk of 19th TSC personnel causing these incidents, it is directed that email banner software be installed on every PC.  This software causes Exchange or Outlook to prompt the user to insert an UNCLASSIFIED label in the header of the message before it can be sent.

b. This initiative will not stop a user from sending classified information or attachments.

However, it will provide a per-message visual reminder to pay attention to what we are transmitting over the unclassified system.
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     c.  Unit IMOs will ensure that this email banner software is installed on each PC and 

laptop that hosts email accounts.  The software will be provided by the 19th TSC G6 and its

use will be a CIP inspection item.

5.  SUPERSESSION.  This policy letter supersedes 19th TSC policy memo 11-00, 20 Nov 00.

6.  The point of contact at this headquarters is the ACofS, G6, AIS, 768-7034.
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